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 Information Security Key Points			
· C.I.A.
· C = Confidentiality — Keeping our nation's heroes private information private
· I = Integrity — Ensuring that their data is kept intact, accurate and untampered with.
· A = Availability — Ensuring the information is there when and where it is needed.
· Elements of a secure password
· Length must be 8-12 characters
· Must contain 3 of the 4 following:
· Upper Case Letters
· Lower Case Letters
· Special characters (e.g. !@#$%&*)
· Number
· Must not be a word or phrase that can be looked up in a dictionary
· Passwords must be changed every 90 days.
· Identification versus protection of VA sensitive information
· Privacy determines if data is sensitive
· Information Security defines the protections for that information
· Importance of backups for maintaining availability of data
· Data that is not backed up will be permanently lost if the computer crashes
· Where should a user save their data in order to have it backed up
· The W drive (for personal data)
· Other defined network shares (for service level data)
· Requirement for using wireless devices
· Must be VA owned/issued
· Must be encrypted to VA and Federal standards
· Do not plug ANY personal devices into ANY VA data ports 
(No IPods, Cell Phones, Flash Drives)
· Social Engineering
· A method people would use to try and gain private information utilizing deception to gain your confidence
· Peer-to-Peer file sharing
· What is peer-to-peer— Software that interfaces 2 or more networks or computers
· Examples of peer-to-peer
· Yahoo Messenger
· AIM
· Skype
· Ventrillo
· Limewire
· iTunes
· Do not install any peer to peer software on a VA network
· Dangers of installing software on VA network
· Peer-to-peer software bypasses established protections on the network
· Allows for the potential entry of viruses such as Trojans and Key Loggers
· Allows for the potential transfer/transmission of private information without our knowledge

Questions?  Call  your information Security Officers (ISO):
James Reynolds    VA ext 2945				
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