PRIVACY/HIPAA POINTS FOR BIRMINGHAM VAMC


· As a federal agency, all facility personnel must adhere to six statutes and regulations:
· Freedom of Information Act (FOIA) (5 U.S.C.552)
· Privacy Act (5 U.S.C.552a)
· 38 U.S.C. 5701- VA Claims Confidentiality Statute
· 38 U.S.C. 7332 – Confidentiality of Drug Abuse, Alcoholism and Alcohol Abuse, HIV and Sickle Cell Anemia medical records
· 38 U.S.C. 5705 Confidentiality of Healthcare Quality Assurance Review records
· HIPAA Privacy Rule, 45 C.F.R. Parts 160 and 164

· Treatment, payment and health care operations are the HIPAA reasons for allowable use/disclosure of PHI. The reason is no longer listed as a “need-to-know.”

· Your access codes will expire if you do not log into the VA system every 30 days

· Do not share passwords/access codes

· HIPAA training is required on a yearly basis. Your training at UAB does not fulfill training at the VA 

· Answering machine: Limit the amount of information left on patient’s answering machine. Name of the facility (e.g., Birmingham VAMC), telephone number and other appointment date/time, or ask the individual to call the facility for appointment information is sufficient.  It is not appropriate to leave the name of any clinic or any information on what type of tests, etc. are to be performed or results

· Shredding bins: Gray boxes are located throughout facility to discard paper containing PHI/III. This includes sticky notes and other scraps of paper containing PHI/III. Do not throw away this type of information in a regular trash can

· E-mail: PHI/III may not be sent to a patient’s personal/work e-mail address.

· Follow reasonable safeguards to protect PHI/III:  lock your workstation, turn your computer monitor away from passersby, protect paper PHI/III when you step away (turn over, put into a folder)

· Providers should obtain permission from patient before discussing PHI with family member(s) or other(s) present prior to discussion. Document consent in CPRS notes

· VA has a central Release of Information (ROI) office, contact them at ext. 4381 for assistance with release/disclosure of patient information

· All authorizations for release of PHI must be in writing. Verbal authorizations are not allowed

· To report a privacy violation or if you have a question about HIPAA or any other statute/ regulation, contact Phyllis Sullivan or Libby McElroy @ VA ext 4467.
